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Moreover, N.C.G.S. § 132-5 provides that it is a Class 1 misdemeanor for a person who unlawfully 
possesses public records to refuse or neglect to deliver them to their lawful custodian within 10 days 
after a request made in writing to do so.  N.C.G.S. § 132-5.1 permits a custodian of public records in the 
possession of a person or agency not authorized by the custodian or by law to possess those records to 
petition a superior court for the return of those records. Please treat this correspondence as the 
University’s demand that you deliver to the University any of its public records that are in your 
unlawful possession. You are directed to contact me to make arrangements for the delivery of the 
records within 5 days of the date of this correspondence. 
 
Further, because such information is also relevant to the University’s investigation and subsequent 
possible litigation referenced above, you have a legal obligation to take reasonable steps to preserve 
and retain such documents and electronically stored information. 
 
Until further notice, you must not delete, discard, destroy, and/or alter any documents or data that 
may in any way be related to UNC System business or matters involving the UNC system or East 
Carolina University or any UNC constituent institution from January 1, 2016, to the present. The term 
“document” is not limited to paper documents or final versions of documents. Rather, “document” or 
“data” includes electronically-stored documents and data (whether stored on a hard drive, on a disk, on 
DVD, on CD, on a zip drive, on a flash drive, on a network drive, on a server or other online/cloud 
storage, on tape, audio recordings, videotape, e-mail, text messages, instant messages, etc.) and also 
includes any handwritten notes or drafts of documents. Thus, you should preserve all paper and all 
electronically-stored documents. Documents that must be preserved include but are not limited to: 
 

• All documents regarding the UNC System, the UNC Board of Governors, East Carolina University, 
or any other UNC System institution, entity, or employee;  

• All e-mails, text messages, chats, or other electronic communications (including but not limited 
to voice mail messages) you sent to or received from anyone relating to the UNC System, the 
UNC Board of Governors, East Carolina University, or any other UNC System institution, entity, 
or employee; 

• All e-mails, text messages, chats, or other electronic communications (including but not limited 
to voice mail messages) you have sent to or received from any other person regarding any 
matters related to the UNC System, the UNC Board of Governors, East Carolina University, or 
any other UNC System institution, entity, or employee;  

• All correspondence (e.g., letters, memoranda, etc.) you sent to or received regarding any 
matters related to the UNC System, the UNC Board of Governors, East Carolina University, or 
any other UNC System institution, entity, or employee;  

• All correspondence (e.g., letters, memoranda, etc.) you sent to or received from any other 
person regarding any matters related to the UNC System, the UNC Board of Governors, East 
Carolina University, or any other UNC System institution, entity, or employee;  

• Any “desk file” that you may have regarding any matters related to the UNC System, the UNC 
Board of Governors, East Carolina University, or any other UNC System institution, entity, or 
employee;  

• Any diary or calendar entries that indicate any meetings (formal or informal, including lunch 
meetings, etc.) you had with any person regarding any matters related to the UNC System, the 
UNC Board of Governors, East Carolina University, or any other UNC System institution, entity, 
or employee;  
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• Any handwritten or typewritten notes concerning any matters related to the UNC System, the 

UNC Board of Governors, East Carolina University, or any other UNC System institution, entity, 
or employee;  

• Any other documents, emails, files, text messages, chats, or other communications, electronic or 
otherwise, that may be relevant to any matters related to the UNC System, the UNC Board of 
Governors, East Carolina University, or any other UNC System institution, entity, or employee.  

 
From this date forward, in addition to current preservation efforts, you are required to immediately 
preserve, maintain, and protect in its present state from destruction, modification, or alteration, all of 
the documents, electronically stored information, and any other information, including but not limited 
to electronic files, emails, and electronically stored information (“ESI”) found on or within hard drives, 
servers, and clouds, which are related or associated with the matters described above. This duty to 
preserve includes, without limitation, the immediate cessation of any practice, process, or procedure 
that would destroy, purge, erase, delete, or alter data, documents, and/or information, including, 
without limitation, any routine practice, process, or procedure that might lead to the destruction of 
documents and/or the deletion, automatic overwriting, reformatting, or purging of information stored 
in electronic formats. For purposes of this obligation to preserve ESI, it is insufficient to simply print out 
copies of all emails and save the print-outs. Rather, you must save the emails themselves. Similarly, you 
must also save electronic versions of all information associated with the account(s).  
 
The preservation obligation applies to “draft” documentation as well as other “informal documents,” 
such as handwritten notes. You should also maintain and preserve documents, even though the 
documents in your possession may not be “original” and even if you know another person maintains the 
“original” or has copies of relevant documents.  
 
If you are unsure whether a document or ESI might contain potentially relevant or discoverable 
information and/or whether you must retain the document or ESI, err on the side of preservation. 
 
No relevant documents or ESI should be destroyed, whether pursuant to a regularly scheduled 
document destruction or retention policy, an electronic purge, or otherwise, until you receive further 
notice. This directive shall take precedence over all other policies or guidelines that would otherwise 
authorize or require the destruction of relevant material, including any other record retention or 
destruction policies that may apply. If you are aware of any actions that need to be taken to stop the 
automatic deletion or modification of relevant ESI, please take such actions. 
 
If you are aware of any individuals whom you believe may have potentially relevant or discoverable 
material in their possession, custody, or control, please contact me so we can determine whether we 
should provide them with a copy of this notice. Likewise, you must immediately notify me if you 
discover or believe that any person has failed to produce or preserve relevant material or if someone 
directs you to ignore or act contrary to this request. If there are additional document types, IT systems, 
or other information you believe may be relevant, please contact me immediately to identify them. 
Please do not take any action, give any advice to others, or follow any advice received from others 
concerning document preservation unless such action or advice clearly complies with this request.  
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Please confirm receipt of this preservation request by email and feel free to contact me with any 
questions you may have about this request. This is a confidential communication and neither the 
substance of this communication nor this letter itself should be shared with anyone.  
 
Thank you for your cooperation concerning this very important matter. 
 
Sincerely, 
 
 
 
Thomas C. Shanahan 
 
 


